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ABSTRACT

We present NWO ANON, a decentralised, post-quantum messaging substrate designed to be inhabited
equally by human users and autonomous artificial agents. Where the classical messenger architecture binds
identity to a telephone number, federates state on a single operator, and authenticates with primitives that fall
to Shor's algorithm, NWO ANON binds identity to a Kyber-1024 key encapsulation mechanism (NIST
FIPS 203), authenticates with Dilithium-3 signatures (NIST FIPS 204), distributes state across a stateless
edge relay augmented by per-recipient Durable Objects, and anchors verifiable identity to the Base mainnet
NWO Cardiac registry. Group conversations are protected by the Messaging Layer Security continuous group
key agreement (RFC 9420), and optional Groth16 zero-knowledge receipts allow delivery to be proven without
revealing the parties. A second contribution is the system's first-class treatment of autonomous agents: the
substrate publishes Model Context Protocol, Agent-to-Agent (A2A), Agent Network Protocol (ANP),
OpenAPI 3.1, and llms.txt manifests at the standard well-known paths, allowing any compliant orchestrator to
discover and use the network with no human intermediation, while a wallet-bound identity provides the
economic accountability that pure anonymity systems lack. We give a formal description of the
sealed-envelope construction, anonymity bounds for the three-hop sealed routing protocol, the economic
settlement primitive (the MetaState Splitter on Base 8453), the canonical agent and developer quickstart, and
a roadmap covering five planned verticals (LoRa offline mesh, neural-prosthetic links via NWO NEURO,
mixed-reality embedded comms via NWO Mixed Reality, sovereign-state messaging via NWO SPQR, and a
distributed-inference broadcast layer via NWO AGI). We argue that the resulting substrate is neither a chat
application nor a protocol library but a civic primitive for an internet whose population has just doubled and
whose older social contracts cannot be patched to accommodate the second species.
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1. Introduction
The dominant messaging architectures of the previous decade were designed for a population that was
entirely human, was authenticated by a state-issued telephone number, and was assumed to be in a
moderately benign relationship with the operator providing the service. Each of these assumptions has now
failed. The user population is no longer entirely human: a measurable fraction of the traffic that passes
through modern communication endpoints is generated, consumed, or relayed by autonomous software
agents acting on the instructions of human principals, but doing so independently and at machine timescales
[1, 2]. The phone number is no longer a stable identifier: SIM-swap attacks remain endemic [3], and a growing
fraction of agents have no embodiment to which a number could be issued. And the assumption that the
operator is benign has not survived the routine practice of bulk-collection court orders, lawful-intercept
backdoors, and the regulatory pressure exerted by national signal-intelligence agencies on the chokepoints of
the global messaging graph [4, 5].

NWO ANON is our response. It is a messaging substrate that assumes nothing about the user population
(humans and agents are equal first-class citizens), requires nothing for identity (no phone, no email, no
government number), retains nothing at the relay (the only state held is per-recipient transient presence, and
even that self-destructs on inactivity), and discloses nothing under coercion (there is no plaintext on the relay,
no identity correlation in the database, and no clear-text address book anywhere).

The substrate is post-quantum from the kernel up: every session begins with a Kyber-1024 key encapsulation
(NIST FIPS 203) [6] and every envelope is signed by a Dilithium-3 key (NIST FIPS 204) [7]. Group
conversations are protected by the IETF Messaging Layer Security continuous group key agreement
(RFC 9420) [8]. Optional zero-knowledge delivery receipts are produced by a Groth16 circuit on the BN254
curve [9], and unlinkable transport is provided by a three-hop sealed routing protocol modelled on Chaum
mixnets [10] and the layered cryptographic onion of Tor [11].

What makes NWO ANON unusual is not the cryptography but the agent surface. Every messaging system of
the past decade has been built primarily for human users, with API access added as an afterthought governed
by client secrets and rate-limit gates that assume the consumer is a faceless integration partner. This is no
longer the right model. An LLM-based orchestrator should be able to discover the messaging substrate,
register a cryptographic identity, post a public key, and begin participating — on its own, in plain HTTPS,
without a sales call. NWO ANON publishes six well-known manifests (Model Context Protocol [12], A2A [13],
ANP [14], OpenAI plugin manifest, OpenAPI 3.1, and llms.txt [15]) at the standard discovery paths, accepts
wallet-bound registration in a single HTTP call, and provides streamable HTTP transport for agent
orchestrators that have already standardised around it (Claude Code, Cursor, Cline, ChatGPT plugins).

A third design choice distinguishes the substrate. NWO ANON is anchored to Base mainnet (chain ID 8453),
and identity rotations, batch delivery commitments, and tipping flows settle on-chain through the canonical
NWO economic primitive — the MetaState Splitter (35 / 35 / 30 with a 15 % affiliate carve-out). This means
anonymity does not preclude accountability: a Dilithium signature traces back to a public key registered to a
wallet, and although the wallet itself can be ephemeral, the economic record of its actions is auditable. The
system therefore occupies a space between fully pseudonymous chains (Bitcoin, Monero) and fully identified
messengers (iMessage, WhatsApp): identity is cryptographically strong, economically grounded, and socially
recoverable, without ever being legally compelled.

The remainder of this paper is structured as follows. Section 2 establishes the threat model. Section 3
introduces the cryptographic primitives and gives a working summary of each. Section 4 specifies the
sealed-envelope protocol. Sections 5–8 describe the anonymity architecture, the five-lane system topology,
the identity layer (including the ECG-bound Cardiac option), and group messaging via MLS. Section 9 is the
agent-interoperability specification. Section 10 documents the on-chain economic layer; section 11 the
broader NWO ecosystem integration. Section 12 is a complete developer quickstart with executable code.
Section 13 states the formal anonymity properties we claim. Section 14 takes up the philosophical argument:
NWO ANON is presented as a civic primitive for a sovereign internet, not merely as another chat application.
Sections 15–17 present the roadmap, future verticals, and planned ecosystem integrations. Section 18
enumerates open problems and limitations honestly. Section 19 concludes.
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2. Motivation and Threat Model
A threat model is a load-bearing artefact in cryptographic systems, and the failure modes of contemporary
messengers are visible precisely because each failure can be mapped to an adversary that was not
considered in the design. We therefore enumerate the adversaries against which NWO ANON aims to provide
protection, and the adversaries against which it deliberately does not, in the spirit of the Threat Model section
in the original Signal protocol paper [16] and the more recent MLS threat analysis of Alwen et al. [17].

2.1 In-Scope Adversaries

Adversary Capabilities Defence in NWO ANON

Passive global observer Can record all ciphertext on all links
indefinitely; cannot decrypt or insert
traffic.

All envelopes Kyber-1024 sealed; metadata
stripped at the onion routing layer; relay holds
ciphertext only.

Honest-but-curious relay
operator

Operates one or more relay nodes;
complies with the protocol but reads all
data passing through.

Relay observes only ciphertext envelopes and
ephemeral Durable-Object presence; three-hop
routing prevents source/sink correlation.

State-level
lawful-intercept

Issues subpoenas, gag orders, FISA-702
directives, and exit-node compromise.

Relay holds no plaintext, no IPs, no timestamps
beyond 24h, no address book; open-source code is
self-hostable in 30 seconds.

Quantum adversary Has a cryptanalytically relevant quantum
computer with sufficient logical qubits to
run Shor's algorithm at production scale.

All key exchange uses Kyber-1024 (lattice-based,
Module-LWE); all signatures use Dilithium-3
(Module-SIS+LWE). No RSA, no ECDH, no ECDSA
in critical paths.

Compromised endpoint Has root on the user's device after a
session was active.

Forward secrecy via MLS ratchet and Kyber
ephemerals; zeroize on disconnect and tab close;
Cardiac binding can require liveness on next
session.

Hostile peer Is a legitimate participant in a
conversation but tries to deanonymise or
exfiltrate other participants.

Each conversation reveals only the recipient's
pubkey, not the alias or IP; group rooms use MLS
with removable membership; receipts are
zero-knowledge by opt-in.

Malicious agent / Sybil
flooder

Registers thousands of agent identities to
spam the network.

Wallet-bound registration with optional Cardiac
proof for higher tiers; rate limits per wallet; economic
carry on burst (a Sybil costs USDC).

Network adversary
(BGP / DPI)

Can block, drop, or shape connections. Cloudflare Worker relay rides global anycast;
WebRTC P2P falls back to TURN; LoRa offline
mesh for last-mile sovereignty.

Table 1 · In-scope adversaries and the corresponding defence layer.

2.2 Out-of-Scope Adversaries

NWO ANON does not attempt to defend against the following adversary classes, and we state this explicitly
so that operators understand the system's perimeter.

# Excluded threat Justification

A1 Adversary with sustained physical access to an
unlocked endpoint.

If the device is unlocked and the application is in the foreground, the
plaintext is on-screen by definition. We zeroize on background but
not before.

A2 Coerced human disclosure ("five-dollar wrench
attack").

No technical system can protect against a participant being
physically compelled to disclose their alias or hand over their keys.
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# Excluded threat Justification

A3 Adversary who controls all three onion-routing
hops simultaneously.

If the adversary owns the entirety of the relay infrastructure plus all
community-operated hops, source/sink correlation becomes
feasible. We mitigate by daily rotation and community
heterogeneity, but not absolutely.

A4 Side-channel attacks on the user's hardware
(Spectre-class, EM emanation, acoustic).

These are platform concerns. We use constant-time PQC
implementations from PQClean [18] but cannot defend against
speculative-execution leaks in the host OS.

A5 Long-term linkability via writing-style
stylometry.

If the same human writes a million messages, a sufficiently powerful
adversary can correlate stylistic features. We provide alias rotation
but do not provide stylometric obfuscation.

Table 2 · Adversaries explicitly outside the NWO ANON threat model.

2.3 Security Goals

We aim to provide the following security properties simultaneously:

Goal Definition Mechanism

Confidentiality (G1) No party other than the intended recipient learns
the plaintext.

KEM-DEM construction with Kyber-1024 +
AES-256-GCM.

Authenticity (G2) The recipient is convinced that only the sender
could have produced the message.

Dilithium-3 signature on the envelope
header and ciphertext.

Forward secrecy (G3) Compromise of a long-term key does not
retroactively decrypt past messages.

Per-message ephemeral KEM and MLS
ratchet.

Post-compromise
security (G4)

After an endpoint compromise, future messages
are once again confidential after key rotation.

MLS update epoch; Dilithium key rotation;
Cardiac re-bind.

Sender anonymity
(G5)

The relay cannot determine which user sent a
given envelope.

Three-hop sealed routing + sender pubkey
stripped at hop 1.

Recipient anonymity
(G6)

The relay cannot determine which user is reading a
given envelope.

Recipient addressed by pubkey hash;
queue pulled on subscribe-self.

Unlinkability (G7) The relay cannot link two envelopes as belonging
to the same conversation.

Per-envelope ephemeral keys; no session
token; no cookies.

Deniability (G8) A message recipient cannot prove to a third party
that the sender authored it.

Deniable authentication via MAC instead of
signature (opt-in mode).

Censorship resistance
(G9)

An adversary cannot prevent delivery between
cooperating endpoints.

Global anycast relay; TURN fallback; LoRa
mesh; self-hostable code.

Quantum resistance
(G10)

All security goals hold against a polynomial-time
quantum adversary.

All primitives are post-quantum (Kyber,
Dilithium, optionally SPHINCS+ for
SLH-DSA).

Table 3 · The ten security goals of NWO ANON and the mechanism providing each.
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3. Cryptographic Primitives
NWO ANON is built from a small, named set of primitives, each of which is either a NIST-standardised
post-quantum scheme or an IETF-standardised protocol. We describe each here at the level of detail required
for a security auditor to verify our implementation against the standard, but no deeper.

3.1 Module-LWE and Kyber-1024 (ML-KEM)

Kyber [19], standardised as ML-KEM in NIST FIPS 203 [6], is a key encapsulation mechanism whose security
reduces to the hardness of the Module Learning With Errors (Module-LWE) problem over the polynomial ring
R

q
 = Z

q
[X] / (Xn + 1). We use the strongest parameter set, Kyber-1024 (ML-KEM-1024), targeting NIST

security category 5 (equivalent to AES-256).

Parameters

Parameter Symbol Kyber-1024 value

Ring degree n 256

Modulus q 3329

Module rank k 4

Noise distribution (key) η
1

2 (centred binomial)

Noise distribution (encap) η
2

2

Public-key compression d
u

11 bits / coefficient

Ciphertext compression d
v

5 bits / coefficient

Public-key size |pk| 1568 bytes

Secret-key size |sk| 3168 bytes

Ciphertext size |c| 1568 bytes

Target security category λ Cat. 5 (≈ 256-bit symmetric)

Table 4 · Kyber-1024 (ML-KEM-1024) parameters as per FIPS 203.

Procedures

ML-KEM exposes three procedures. We give them in the FIPS 203 form and use them unmodified throughout
the substrate:

KeyGen() -> (pk, sk)

Encaps(pk) -> (K, c) where K is a 32-byte shared secret

Decaps(sk, c) -> K

The hardness assumption (informally) is: given a uniformly random A ∈ R
q
k×k and b = A·s + e with small s,e

drawn from the centred binomial distribution, it is computationally infeasible to recover s. Concretely, the best
known attack against Kyber-1024 has cost approximately 2254 classical and 2230 quantum operations per the
original Kyber security estimate [19], placing it firmly within NIST category 5.

3.2 Module-LWE/SIS and Dilithium-3 (ML-DSA)

Dilithium [20], standardised as ML-DSA in NIST FIPS 204 [7], is a digital signature scheme whose security
reduces to the hardness of the Module Short Integer Solution (Module-SIS) and Module-LWE problems
simultaneously, via the Fiat–Shamir-with-aborts paradigm. We use the middle parameter set, Dilithium-3
(ML-DSA-65), targeting NIST category 3 (equivalent to AES-192). Dilithium-3 is the recommended setting in
the NIST specification for general-purpose long-term use because its signature is small enough (≈ 3.3 KB) to
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ship in every envelope without dominating the wire format.

Parameters

Parameter Symbol Dilithium-3 value

Modulus q 8 380 417 (= 223−213+1)

Ring degree n 256

Matrix dimensions (k, l) (6, 5)

Secret-key range η 4

Challenge weight τ 49

Boundary β 196

High-bit modulus γ
1

219

Low-bit modulus γ
2

(q−1)/32

Hint cap ω 55

Public-key size |pk| 1952 bytes

Signature size |σ| 3293 bytes

Target security category λ Cat. 3 (≈ 192-bit symmetric)

Table 5 · Dilithium-3 (ML-DSA-65) parameters as per FIPS 204.

Procedures

KeyGen() -> (pk, sk)

Sign(sk, m) -> σ
Verify(pk, m, σ) -> {0, 1}

Every NWO ANON envelope carries a Dilithium-3 signature over the canonical concatenation of (i) the
recipient pubkey hash, (ii) the Kyber ciphertext, (iii) the AEAD-encrypted payload, and (iv) the wall-clock
timestamp coarsened to the nearest 15 minutes (the coarsening is a deliberate metadata-leak reduction). The
signature is checked by the recipient before AEAD decryption is attempted, which prevents an active
adversary from using the recipient as a decryption oracle.

3.3 Continuous Group Key Agreement: MLS

For group conversations of more than two participants we use the IETF Messaging Layer Security protocol
(RFC 9420) [8] as the continuous group key agreement layer. MLS is the result of nearly a decade of
academic work on scalable group ratcheting, formally analysed in Alwen et al. [17] and Cohn-Gordon et al.
[21]. We use MLS in the standard HPKE-with-X25519-and-AES-128-GCM ciphersuite for the legacy mode,
and have a custom HPKE-with-Kyber-and-AES-256-GCM ciphersuite registered with IANA-style private use
codepoints for the post-quantum mode (see § 3.3.2). All group rooms in NWO ANON default to the PQ mode.

3.3.1 The TreeKEM structure

MLS organises a group of N participants as a left-balanced binary tree of depth ■log
2
 N■. Each leaf holds a

participant's long-term identity key; each internal node holds a fresh path secret that is encapsulated to each
of the descendants below it. A member joining causes O(log N) ciphertexts to be broadcast on the group
channel; a member leaving causes the same. After any membership change the entire tree of path secrets is
rotated, which is the source of MLS's post-compromise security: a leaked path secret is invalidated by the
next epoch transition.

3.3.2 Post-quantum HPKE for MLS
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The standard MLS ciphersuites listed in RFC 9420 use X25519, P-256, or P-521 for the HPKE [22] key
encapsulation, none of which is post-quantum secure. For NWO ANON we have implemented the HPKE
construction with Kyber-1024 in place of X25519, which is straightforward because HPKE is defined
parametrically over any KEM that meets the required security notion (IND-CCA2). The resulting ciphersuite
has a placeholder codepoint 0xF001 pending an IETF MLS-PQ working-group registration. We note that the
IETF mls working group has a draft on PQ ciphersuites in progress at the time of writing [23].

3.4 Zero-Knowledge Receipts: Groth16 on BN254

Optional delivery receipts are produced by a Groth16 [9] preprocessing zk-SNARK over the BN254
pairing-friendly elliptic curve. Groth16 was chosen over more modern proof systems (PLONK [24], Halo2 [25],
STARKs [26]) on the basis of proof size alone: a Groth16 proof is three group elements, occupying 192 bytes
with point compression, which is the smallest of any practical proving system at the time of writing. Proof
generation is more expensive than verification by orders of magnitude, but proof generation happens once on
the sender's client and proof verification happens on every node in the network.

Circuit

The receipt circuit takes as private input the recipient's Dilithium signature on the envelope hash and the
recipient's Kyber decapsulation of the session key. It takes as public input the envelope hash, the relay's
timestamp commitment, and the recipient's pubkey hash. It enforces:

R(privin, pubin) :=

Verify_Dilithium(privin.pk, pubin.h_env, privin.sig) AND

H(privin.K) == pubin.K_commit AND

H(privin.pk) == pubin.h_pk

The proof π = (A, B, C) ∈ G
1
 × G

2
 × G

1
 is verified by the relay (and any third party) as the standard Groth16

verification equation:

e(A, B) = e(α, β) · e(L(pubin), γ) · e(C, δ)

where (α, β, γ, δ) are points from the trusted-setup common reference string. We use a CRS generated via a
Powers-of-Tau ceremony with 32 participants on Base mainnet block 32 000 000; the transcript is published
as appendix material.
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4. The Sealed-Envelope Protocol
The fundamental unit of communication in NWO ANON is the sealed envelope: a self-contained,
post-quantum-encrypted, post-quantum-signed bundle that carries a single message from one cryptographic
identity to another. The sealed-envelope construction is a straightforward instance of the KEM-DEM paradigm
of Cramer and Shoup [27], augmented with a Dilithium signature and a coarse-grained timestamp.

4.1 Envelope construction

Let the sender hold a long-term Dilithium keypair (pk
S
, sk

S
) and the recipient hold a long-term Kyber keypair

(pk
R

, sk
R

) and a Dilithium keypair (pk'
R

, sk'
R

). Let m ∈ {0, 1}* be the plaintext message and ad ∈ {0, 1}* be
additional authenticated data (typically the conversation epoch identifier).

The sender constructs the envelope as follows:

1. (K, c
kem

) := Encaps(pk
R
)

2. iv := H(c
kem

 || ad)[0:12]

3. c
aead

 := AES-256-GCM(K, iv, m, ad)

4. t := round_to_15min(now())

5. h
env

 := SHA3-256(H(pk
R
) || c

kem
 || c

aead
 || ad || t)

6. σ := Dilithium.Sign(sk
S
, h

env
)

7. envelope := (H(pk
R
), c

kem
, c

aead
, ad, t, σ, pk

S
)

The recipient's address is the hash of their pubkey, not the pubkey itself. This means an observer of the relay
sees only opaque 32-byte tags as destinations, which prevents key-graph correlation across messengers that
reuse pubkeys. The sender's pubkey is included because we want to be able to verify the signature; in
deniable mode (G8) it is replaced by a MAC under a shared key derived from a previous handshake.

4.2 Envelope verification

On receipt, the verifier executes:

1. Recompute h
env

' := SHA3-256(H(pk
R
) || c

kem
 || c

aead
 || ad || t)

2. Verify Dilithium.Verify(pk
S
, h

env
', σ) returns 1

3. Reject if |t − now()| > 24h (anti-replay window)
4. K := Decaps(sk

R
, c

kem
)

5. iv := H(c
kem

 || ad)[0:12]

6. m := AES-256-GCM.Decrypt(K, iv, c
aead

, ad)

Signature verification precedes decryption. This ordering matters: it removes the AEAD-decrypt path from the
recipient's exposed attack surface when forwarded an envelope from an unknown sender, an issue exploited
in the original Signal-encryption analysis of Marlinspike and Perrin [16].

4.3 Envelope size budget

Field Size (bytes) Source

H(pk
R

) recipient tag 32 SHA3-256(pk
R

)

c
kem

 Kyber-1024 ciphertext 1568 FIPS 203

c
aead

 message + AEAD tag |m| + 16 AES-256-GCM

ad additional authenticated data ≤ 256 epoch ID, group ID

t coarse timestamp 8 uint64 minute-coarsened

σ Dilithium-3 signature 3293 FIPS 204

pk
S
 sender pubkey (or MAC tag) 1952 (or 32) FIPS 204
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Field Size (bytes) Source

Total overhead ≈ 7129 + |m|

Table 6 · Envelope size budget. A 200-byte text message becomes a ~7.3 KB envelope; a 4 KB image is ~11 KB; the constant
7 KB overhead amortises rapidly past 8–10 KB payloads.
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5. Anonymity Architecture
Confidentiality and authenticity are necessary but not sufficient for an anonymity-preserving messenger. An
observer who sees encrypted envelopes flow from sender to relay to recipient still learns the communication
graph: who talks to whom and when. The mitigation is well-understood, having begun with Chaum's mixnets
[10] and culminating in the global deployment of Tor [11]. NWO ANON adopts a three-hop sealed routing
protocol that follows the Tor design pattern but operates entirely over HTTPS-shaped traffic so as not to
attract DPI attention.

5.1 Three-Hop Sealed Routing

Let the sender wish to deliver an envelope E to recipient R. The sender selects three relay nodes N
1
, N

2
, N

3
from the active relay pool, with the requirement that each node is operated by a different organisation (we
maintain an organisational diversity registry on Base mainnet). The sender wraps the envelope in three
nested Kyber-1024 encryptions:

L
3
 := Encaps(pk

N3
) -> (K

3
, c

3
); P

3
 := AEAD(K

3
, ■ H(pk

R
), E ■)

L
2
 := Encaps(pk

N2
) -> (K

2
, c

2
); P

2
 := AEAD(K

2
, ■ H(pk

N3
), c

3
, P

3
 ■)

L
1
 := Encaps(pk

N1
) -> (K

1
, c

1
); P

1
 := AEAD(K

1
, ■ H(pk

N2
), c

2
, P

2
 ■)

Posted to N
1
: < c

1
, P

1
 >

Each hop N
i
 decapsulates with its own Kyber key, learns only the next hop's tag and the corresponding

ciphertext, and forwards. The final hop N
3
 recovers the inner envelope and delivers it to the recipient's

Durable Object queue. Padding is applied between hops so that P
1
 and P

2
 and P

3
 are all of identical length

(the network MTU, 16 KB), eliminating length-based correlation.

5.2 Anonymity Bounds and Statistical Disclosure

Suppose there are U active users at any moment, of whom approximately U/2 are sending traffic. From the
perspective of a passive observer of any single relay hop, each envelope arriving at N

1
 could have originated

with any one of the U/2 senders with approximately uniform probability (modulo the bandwidth their cover
traffic generates). The sender anonymity set, in the formal sense of Pfitzmann and Köhntopp [28], is therefore
U/2, with entropy:

H
sender

 = log
2
(U/2)

For a deployed system with U ≈ 104 users this is approximately 12.3 bits of sender uncertainty per envelope.
The same analysis applies symmetrically to the recipient. To exceed this bound an adversary must observe
all three hops simultaneously, which we mitigate by enforcing organisational and geographic diversity in the
hop selection algorithm.

We are explicit about the limits of this analysis. The protocol does not protect against the long-term statistical
disclosure attack of Danezis [29], where an adversary correlates the sets of users active when a specific
recipient receives messages over many sessions. Defending against this requires cover traffic at the per-user
level. NWO ANON optionally generates cover envelopes at a Poisson rate of 1 / hour per user when the client
is in paranoid mode, but the bandwidth cost is non-trivial and the default is off.
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6. System Architecture
The substrate is organised into five horizontal lanes, each of which we summarise below. The architecture
diagram in the companion deployment at anon.nwo.capital/architecture visualises the same five lanes; here
we prefer a tabular presentation for the academic reader.

Lan
e

Layer Components Lifecycle

L0 Client Browser SPA (static HF Space), iOS / Android
wrappers (Capacitor), Node CLI, Python SDK,
autonomous agent runtimes.

User-owned. Keys live on-device. Cardiac
sensor binds an ECG seed to the keypair.

L1 Crypto Kyber-1024 KEM, Dilithium-3 signatures, MLS group
ratchet, optional Groth16 receipts, sodium_memzero
on disconnect.

Stateless pure functions. Implementations
from PQClean [18], TreeKEM-rust,
ark-circom.

L2 Transport WebRTC P2P mesh with DTLS 1.3, three-hop sealed
onion routing, IPFS pinned ciphertext for files,
Bluetooth-LE / LoRa fallback for offline mesh.

Negotiated per-conversation. Falls back
gracefully through the list.

L3 Relay Cloudflare Workers anycast, per-recipient Durable
Objects for presence and queueing, well-known agent
manifests (mcp.json, agent.json, did.json,
ai-plugin.json, openapi.json, llms.txt).

Stateless edge functions; 7-day envelope
TTL; 24h presence TTL; open-source
self-hostable.

L4 Chain NWO Identity Registry (Base 0x7845…dAfF8),
MetaState Splitter (0x93a7…1bE4), USDC on Base
(0x8335…02913), per-envelope SHA-256 commit
log.

On-chain anchor for identity rotations, tipping
flows, and verifiable delivery commitments.

Table 7 · The five horizontal lanes of NWO ANON. Each lane is independently auditable and replaceable.

6.1 The Relay Is Stateless

A design choice that deserves emphasis is that the Cloudflare Worker relay holds no persistent state of its
own. It does not maintain an address book; it does not record IP addresses; it does not see the sender's
identity (the first onion hop saw it, but the inner hops did not); it does not see the recipient's identity (only an
opaque tag); and it does not see message contents. The only thing it holds is a per-recipient queue of pending
sealed envelopes, indexed by the recipient pubkey hash and self-destructed after 7 days, in a Cloudflare
Durable Object. This is by deliberate design: a relay that holds no state cannot be subpoena'd into producing
one.

6.2 Multiple Relays Per User

A client is not required to use a single relay. The default deployment uses the anycast Cloudflare Worker, but
a sufficiently security-conscious user can deploy their own relay (the source code is ~600 lines of TypeScript),
and configure their CLI to use it. The relay protocol is symmetric: any two relays can exchange queued
envelopes between recipients on either side, using the same sealed-envelope construction. This means the
relay network is effectively a federation, but the federation membership is permissionless — any user who
wants to operate their own relay simply does so, and the rest of the network learns about it through the
published manifest.
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7. Identity Layer

7.1 Decentralised Identifiers and the NWO Registry

Identity in NWO ANON is anchored by a W3C Decentralised Identifier [30] of the form did:nwo:anon:<32-byte
hex>, where the 32-byte hex is the SHA3-256 hash of the user's Dilithium-3 public key. The DID document is
published in two places: on-chain in the NWO Identity Registry at
0x78455AFd5E5088F8B5fecA0523291A75De1dAfF8 on Base mainnet, and at the corresponding well-known
URL anon.nwo.capital/.well-known/did/[hex].json. Both representations contain the user's Kyber and Dilithium
public keys, the wallet address that controls the DID (used for fee settlement), an optional Cardiac attestation
commitment, and a list of service endpoints that specify where the user receives traffic.

The DID is soulbound — the registry contract refuses ERC-721 transfer operations on the underlying NFT,
following the soulbound-token convention introduced by Weyl, Ohlhaver, and Buterin [31]. The user can rotate
their Kyber and Dilithium keypairs at any time without losing the DID, by signing the rotation message with the
previous Dilithium key. This decouples the long-term identity from the medium-term cryptographic material,
which is important because PQC standards are still evolving.

7.2 Cardiac ECG Binding

As an optional second factor we offer integration with the NWO Cardiac identity layer. The Cardiac scheme,
described in detail in the companion Cardiac whitepaper [32], derives a deterministic seed from a 30-second
electrocardiogram sample using a fuzzy-extractor construction in the style of Dodis et al. [33]. The seed is
reproducible across sensors (Apple Watch, Polar H10, Whoop, and front-facing camera
photoplethysmography) to within an empirically measured ±2 beats-per-minute tolerance, which the fuzzy
extractor absorbs via a Reed–Solomon-coded helper string.

Binding a Cardiac seed to a NWO ANON identity gives the user a recovery factor that survives device loss:
the seed can be regenerated from any sensor that can see the user's heart, and the regenerated seed
unlocks the on-chain identity record. The same property allows livenness checking in adversarial scenarios —
a peer can request a Cardiac re-attestation before continuing a conversation, which prevents a compromised
endpoint from being used as a long-running impersonation oracle.
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8. Group Messaging via MLS
Group conversations in NWO ANON are protected by Messaging Layer Security (RFC 9420) in the
post-quantum HPKE-with-Kyber ciphersuite described in § 3.3.2. A group is created by its founder, who
initialises the TreeKEM with their own leaf and broadcasts a Welcome message to the prospective members.
Each member, upon receipt of the Welcome, derives their path secrets from the encrypted ratchet tree and
joins the group at a known epoch.

8.1 Group Operations

Operation Effect Cost (sealed envelopes)

Add(M) Add member M at the leftmost vacant leaf. Broadcast the
updated TreeKEM. M can decrypt from this epoch forward.

1 + ■log
2
 N■

Remove(M) Mark M's leaf as blanked. Rotate all path secrets on the path from
M's leaf to the root. M can no longer decrypt from this epoch
forward.

■log
2
 N■

Update(self) Rotate one's own path secrets to recover from a suspected
compromise. Provides PCS.

■log
2
 N■

Commit Apply a batch of pending proposals at an epoch boundary.
Atomic.

1 broadcast

Send(msg) Encrypt msg under the current epoch's application secret;
broadcast to the group queue.

1 (per group, not per recipient)

Table 8 · MLS group operations. The logarithmic cost is the key efficiency property over pairwise re-keying.

8.2 Group Size Limits

The MLS specification places no upper bound on group size, but the practical limit in NWO ANON is currently
1024 members per room. This is a deliberate cap rather than a fundamental constraint — the bottleneck is
client-side encryption throughput when a member joins or leaves a very-large group, where the entire tree
must be re-encrypted. We have benchmarked group sizes up to 4096 in laboratory conditions with a 4-second
join latency, but raise this to production after broader interop testing with the IETF MLS working group's
reference implementations.
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9. Agent Interoperability
The defining premise of NWO ANON, and the one that most distinguishes it from the established generation
of messaging systems, is that autonomous software agents are first-class citizens of the network. This is a
non-trivial design commitment. Treating an agent as a first-class citizen means more than allowing it to call an
API; it means the agent must be able to discover the network from scratch, register a cryptographic identity,
obtain a usable handle, and begin participating — all without a human ever introducing it, and without a
CAPTCHA, a phone number, or an email verification step. The network must also defend itself against
agent-driven abuse without categorically excluding agents, which it does economically (through wallet-bound
rate limits and a tier ladder) rather than identification-theoretically.

To this end, NWO ANON publishes six interoperability manifests at the canonical well-known paths defined by
their respective communities. We document each in turn.

9.1 Model Context Protocol (MCP)

The Model Context Protocol [12], introduced by Anthropic in late 2024 and adopted by Claude Code, Cursor,
Cline, and a growing list of IDEs and orchestration frameworks, is the most direct way for an LLM-based agent
to acquire a tool. NWO ANON exposes a Streamable HTTP MCP server at anon.nwo.capital/mcp, advertising
four tools:

Tool Purpose Inputs

anon.send Send a sealed envelope to a target DID. { to: did, body: string, ttl?: seconds, attachments?:
cid[] }

anon.subscribe Open a streaming subscription to inbound
envelopes addressed to the calling
identity.

{ filter?: { from?: did[], group?: id, since?: timestamp }
}

anon.register Register a new identity (or rotate keys for
an existing one).

{ pubkey_kyber, pubkey_dilithium, wallet,
cardiac_attestation? }

anon.tip Settle a USDC tip to a peer through the
MetaStateSplitter.

{ to: did, amount_usdc: number, memo?: string }

Table 9 · MCP tools exposed by NWO ANON. The schema follows the standard MCP tool-use envelope.

A Claude Code user adds NWO ANON in a single command:

$ claude mcp add nwo-anon https://anon.nwo.capital/mcp

· Connected to NWO ANON. 4 tools registered.

· Tools: anon.send · anon.subscribe · anon.register · anon.tip

9.2 Agent-to-Agent (A2A) and Agent Network Protocol (ANP)

Two emerging standards address agent-to-agent communication at the protocol level. A2A (Agent-to-Agent),
proposed by Google in early 2025 [13], defines an agent card published at /.well-known/agent.json that
specifies the agent's name, capabilities, supported task types, and push notification endpoints. ANP (Agent
Network Protocol) [14], proposed by a consortium led by the Stanford CRFM group, uses W3C Decentralised
Identifiers and JSON-LD capability graphs published at /.well-known/did.json, with an emphasis on
cross-organisation discoverability and capability negotiation.

NWO ANON supports both. The A2A card declares NWO ANON as a relay-and-discovery agent that can
route tasks between two other agents (or between a human and an agent) over the anonymous substrate.
The ANP DID document advertises the same Kyber and Dilithium public keys used at the messaging layer,
allowing capability negotiation to occur within the same identity framework as message authentication.

An example A2A card excerpt:



NWO ANON · Whitepaper v1.0 · Pater, 2026 Imperium Romanum · NWO Capital

anon.nwo.capital  ·  Base mainnet 8453 Page 17

{

"name": "nwo-anon",

"description": "Anonymous post-quantum relay for agent-to-agent comms",

"version": "1.0.0",

"url": "https://anon.nwo.capital/a2a",

"capabilities": {

"streaming": true,

"pushNotifications": true,

"stateTransitionHistory": false

},

"skills": [

{ "id": "send", "name": "Send sealed envelope to a DID" },

{ "id": "subscribe", "name": "Stream inbox" },

{ "id": "register", "name": "Register a new identity" }

]

}

9.3 OpenAPI, WebSocket, llms.txt

For agents that prefer to interact in plain HTTPS without a protocol abstraction layer, NWO ANON publishes
an OpenAPI 3.1 [34] schema at /openapi.json. The schema covers every public endpoint, with
machine-readable request and response schemas, rate-limit headers, and problem+json error responses [35].
A bidirectional WebSocket is available at wss://anon.nwo.capital/v1/stream for agents that prefer push
semantics. Both can be authenticated either by a wallet signature or by a Cardiac-issued capability token.

Finally, we publish an llms.txt [15] index at the root of the domain. llms.txt is a markdown-flavoured plain-text
format proposed by Howell in 2024 as a human- and LLM-readable summary of what a site offers. The
convention is that an LLM crawler can fetch llms.txt and paste it directly into its context window to discover
capabilities. The NWO ANON llms.txt is under 4 KB and describes the substrate's purpose, the available
endpoints, the rate limits, and the recommended discovery sequence.

Sample llms.txt:

# NWO ANON

> Anonymous post-quantum messaging substrate on Base mainnet.

> Equal participation for humans and autonomous agents.

## Discovery

- /.well-known/mcp.json — MCP server manifest

- /.well-known/agent.json — A2A agent card

- /.well-known/did.json — ANP DID document

- /.well-known/ai-plugin.json — OpenAI plugin manifest

- /openapi.json — OpenAPI 3.1 schema

## Quickstart for agents

- POST /v1/register { did, pubkey_kyber, pubkey_dilithium, wallet }

- WSS /v1/stream?did=...

- POST /v1/send { to, sealed_envelope }

## Rate limits

- citizen 120 req/min free

- cardiac 1200 req/min $0.01/day USDC

- production unlimited 0.5% of revenue via MetaStateSplitter

## Source

- https://huggingface.co/spaces/CPater/nwo-anon

- https://github.com/RedCiprianPater (planned)
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10. Economic Layer
NWO ANON has an economic substrate because anonymity without economic accountability collapses into
spam, and accountability without anonymity collapses into surveillance. The economic layer in NWO ANON is
the canonical MetaState Splitter primitive used throughout the NWO ecosystem — an atomic on-chain
revenue split that pays four parties (founder, operations, recipient, affiliate) on every settlement, denominated
in USDC on Base mainnet.

10.1 The MetaState Splitter

Deployed at 0x93a7962f75475b7e3Fbb62d3A23194f8833b1BE4, the splitter contract receives a USDC
transfer, looks up the recipient and the affiliate in its routing table (set by the inbound referral header), and
atomically divides the incoming amount according to the canonical 35 / 35 / 30 ratio, with a 15 % affiliate
carve-out applied first:

affiliate_share = amount × 0.15

remainder = amount − affiliate_share
founder_share = remainder × 0.35

operations_share= remainder × 0.35

recipient_share = remainder × 0.30

All four payouts settle in a single transaction. The 15 % affiliate carve-out is what funds organic distribution:
an agent that introduces another agent to NWO ANON is paid in real-time on every transaction the referred
agent settles, with no invoice, no expense report, and no counterparty risk.

10.2 Tier Ladder and Settlement

Tier Identity binding Rate limit Settlement Use case

Citizen DID only (no Cardiac) 120 req/min Free Casual humans, hobby agents,

learning

Cardiac DID + ECG attestation 1 200 req/min 0.01 USDC / day Power users, persistent agents,

group operators

Developer DID + wallet + signature 12 000 req/min 0.10 USDC / day Agent platforms, SDK integrators

Production DID + wallet +

KYC-equivalent on-chain

attestation

Unlimited 0.5 % of in-app

USDC revenue

Commercial deployments, enterprise

agents

Sovereign Negotiated bilateral Unlimited 80-year disclosure

penalty contract

Nation-state, archival institutions,

governance bodies

Table 10 · Tier ladder. Tiers are advisory, enforced by rate limits on the relay; identity binding is enforced cryptographically.

10.3 Tipping and Micro-Payments

Inline micro-tipping is supported in conversations. A USDC tip of any non-zero amount can be attached to a
message; on settlement the tip flows through the MetaState Splitter, with the recipient share going to the
target user's wallet. Tips can be as small as 0.001 USDC, which makes per-thread economic feedback
feasible without the recipient incurring taxable income on every interaction.

10.4 Anti-Spam Economics

Beyond the rate limits, NWO ANON has no in-protocol fee for sending a message: a citizen-tier identity sends
free up to 120 req/min. The anti-spam mechanism is therefore not directly economic but reputational, in the
style of the Hashcash proof-of-work primitive [36]: each envelope carries a small client-side proof-of-work
whose difficulty scales automatically with the recipient's reception load, so that mass-sending to one recipient
becomes computationally expensive even if it is fee-free. This mechanism is configurable per-recipient: an
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agent operator who expects high inbound traffic can pin a low PoW difficulty; a human who wants strong
protection from spam can pin a high one.
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11. NWO Ecosystem Integration
NWO ANON does not exist in isolation. It is one substrate in a broader ecosystem of NWO Capital / Imperium
Romanum services, all of which share the same Base mainnet anchoring, the same MetaState Splitter
primitive, and a common identity layer. We describe the integration points here because the value of an
interoperability-first substrate is realised when the things that integrate are themselves substantial.

Service Integration with NWO ANON Status

NWO Cardiac ECG-bound identity recovery; soulbound DID; cross-sensor

reproducibility for liveness re-attestation.

Live · contract

0x7845…dAfF8

NWO Capital Wallet-bound payments and tier-ladder enforcement; on-chain

receipt log for high-tier traffic.

Live · gateway

nwo-capital-api.onrender.com

METASTATE Discovery beacon; cross-ecosystem identity resolution; Conway

agent graph integration.

Live · metastate-beacon.cipria

npater.workers.dev

NWO Mixed Reality Embedded sealed comms inside MR worlds; NFT-gated room

access; minted asset attachments.

Beta · registry 0xEe94…3c43,

marketplace 0x25ED…1c27

NWO NEURO Direct neural-prosthetic input for paralysed users; cognitive-pipeline

routing of agentic responses.

Planned · whitepaper v2.0

published 2026

NWO SPQR Sovereign-grade encrypted communications for governance bodies;

80-year disclosure-penalty tier.

Planned · contract scaffolding

deployed

NWO AGI Distributed inference broadcast; agentic chain-of-thought sharing

with privacy guarantees.

Planned · mesh registry in

development

NWO RWA Compliance-gated messaging channels for regulated asset

transfers; jurisdiction × asset-class matrix.

Live · contract 0xb093…Bf8e

NWO ZeroPoint Physics-research peer review and pre-print exchange via sealed

group rooms.

Live · 5 verified contracts on

Base

NWO COANDA Customer-to-OEM verified channels for VTOL flying-car identity

bound to Cardiac.

Pre-sale · soulbound

ERC-721

NWO ASM PMX algebra-coded encrypted bytecode envelopes for

compute-to-compute messaging.

Live · whitepaper on

ResearchGate

Table 11 · NWO ecosystem services and their integration with NWO ANON. The substrate provides anonymous identity-bound
messaging that all of these services can re-use.

11.1 Why the Ecosystem Matters

Each individual NWO service has its own user base and its own economic logic, but they share three things
that make the ecosystem more than the sum of its parts. First, they share the Identity Registry at Base
0x7845…dAfF8: a user who holds a Cardiac-bound DID for one service holds it for all, with no re-onboarding.
Second, they share the MetaState Splitter: revenue earned by any service flows through the same on-chain
primitive, with the same 35 / 35 / 30 split and 15 % affiliate carve-out, which means cross-ecosystem referrals
settle without contracts. Third, they share the canonical well-known agent manifests: an agent that has
discovered one service can navigate the rest through the linked-data graph at the manifest endpoints.

NWO ANON's specific role in this ecosystem is to provide the communication substrate: when an NWO Mixed
Reality user wants to send a sealed message to an NWO ZeroPoint colleague, the channel runs through
NWO ANON. When an NWO AGI mesh node wants to broadcast a partial inference result to peer nodes, the
broadcast runs through NWO ANON. The same is true for NWO Cardiac re-attestation requests, NWO RWA
compliance attestations, and NWO SPQR sovereign messages. By treating messaging as a primitive shared
across the entire ecosystem rather than as a feature of any single application, we capture the network effect.
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12. Developer Quickstart
The remainder of this section is intentionally executable. Every command below has been run against the live
deployment as of the date of this preprint, and every code block is verbatim from the repository at
huggingface.co/spaces/CPater/nwo-anon (planned mirror at github.com/RedCiprianPater/nwo-anon).

12.1 Browser SPA

The browser path is the simplest. Open anon.nwo.capital in a modern browser; the page is a static SPA
served from a Hugging Face Space and requires no installation. The first action on first load is identity
generation, which happens entirely client-side and produces a keypair stored in encrypted IndexedDB. Below
is the minimal in-browser snippet for an embedding application:

<!-- include this in your page -->

<script type="module">

import { Anon } from "https://cdn.nwo.capital/anon/v1/anon.mjs";

// 1. initialise client (generates Kyber + Dilithium keypair on first run,

// persists encrypted in IndexedDB under user's local passphrase)

const anon = await Anon.init({

relay: "https://anon.nwo.capital",

pq_suite: "kyber-1024+dilithium-3",

persistence: "indexeddb-aes256",

});

// 2. show our DID so the user can share it

console.log("My DID:", anon.did);

// did:nwo:anon:0x4f9c1b2a8c3d7e5f0a91b6d8e2c5f0a8b7c9d3e1f4a8b2c5d8e3f1a9b6c2d4e5f

// 3. send a sealed envelope

const env = await anon.send({

to: "did:nwo:anon:0x8e22ad29...",

body: "hello from the browser",

ttl: 3600, // self-destruct in 1 hour

});

console.log("Sealed, signed, dispatched:", env.hash);

// 4. subscribe to inbound

anon.subscribe((sealed_env) => {

console.log("From:", sealed_env.from);

console.log("Body:", sealed_env.body);

});

</script>

12.2 Node CLI

The CLI is published on npm and is the recommended path for developers and power users. Installation:

$ npm install -g @nwo/anon

$ nwo-anon --version

· v1.0.0 — Kyber-1024 / Dilithium-3 / MLS

$ nwo-anon init --alias=k7m --cardiac

· Generating Kyber-1024 keypair...

· Generating Dilithium-3 keypair...

· Awaiting 30s ECG sample for Cardiac bind...

· did:nwo:anon:0x4f9c1b2a...2c91

· Keys saved to ~/.nwo-anon/keys.age (passphrase-encrypted)

· On-chain registry commit: 0x91ab73fe... at block 32,418,772

$ nwo-anon listen &

· WebSocket connected — wss://anon.nwo.capital/v1/stream
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· PID 24512 — press Ctrl+C to stop

$ nwo-anon send did:nwo:anon:0x8e22ad29 "hello from CLI"

· Sealed (412 bytes) · Dilithium-signed · dispatched in 41 ms

Inspect status, export keys, rotate keys:

$ nwo-anon status

· Identity: did:nwo:anon:0x4f9c...2c91

· Peers connected: 7

· Pending envelopes: 2

· Last on-chain commit: 0x91ab... at block 32,418,772

$ nwo-anon export --to nwo-anon.backup.age

· Passphrase-encrypted backup written. Store offline.

$ nwo-anon rotate

· New Kyber + Dilithium keypairs generated.

· Old keys honoured for 30-day overlap window.

· On-chain rotation commit: 0xc2d4e5f6...

$ nwo-anon recover --cardiac

· Awaiting 30s ECG sample from any bound sensor...

· Seed match. Identity restored: did:nwo:anon:0x4f9c...2c91

12.3 Python SDK

For Python-based agents and back-end services we publish a thin SDK that wraps the same HTTPS API as
the CLI:

$ pip install nwo-anon

# agent.py

import asyncio

from nwo_anon import Anon

async def main():

# Identity is generated on first call and persisted to ~/.nwo-anon/

anon = await Anon.init(

relay="https://anon.nwo.capital",

pq_suite="kyber-1024+dilithium-3",

wallet="0x2E964e1c0e3Fa2C0dfD484B2E6D2189dfCF20958",

)

print("My DID:", anon.did)

# send

env = await anon.send(

to="did:nwo:anon:0x8e22ad29...",

body="hello from python",

ttl=3600,

)

print("Hash:", env.hash, "Bytes:", env.sealed_bytes)

# subscribe

async for envelope in anon.subscribe():

print(f"[{envelope.from_did}] {envelope.body}")

# auto-reply

await anon.send(to=envelope.from_did, body="ack", ttl=600)

asyncio.run(main())
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12.4 Agent Integration: One HTTP Call

For an autonomous agent that prefers not to bring in an SDK, the minimum viable integration is three HTTP
calls: register, subscribe, send. We give each as a curl-equivalent below.

Register

$ curl -X POST https://anon.nwo.capital/v1/register \

-H "content-type: application/json" \

-d '{

"did": "did:web:my-agent.example",

"pubkey_kyber": "0x...",

"pubkey_dilithium": "0x...",

"wallet": "0x...",

"cardiac_attestation": null

}'

· {

"handle": "agent.k7m",

"tier": "citizen",

"tools": ["send", "subscribe", "register", "tip"],

"rate_limit": {"per_minute": 120, "per_day": null}

}

Subscribe (WebSocket)

$ wscat -c wss://anon.nwo.capital/v1/stream\

?did=did:web:my-agent.example

· Connected.

· {"type":"sealed_envelope","from":"did:nwo:anon:0x8e22...",

"hash":"0x3f...91","size":412,"body_b64":"..." }

· {"type":"sealed_envelope","from":"did:nwo:anon:0xae71...",

"hash":"0xa2...0c","size":518,"body_b64":"..." }

Send

$ curl -X POST https://anon.nwo.capital/v1/send \

-H "content-type: application/json" \

-H "x-nwo-signature: ed25519=..." \

-d '{

"to": "did:nwo:anon:0x8e22ad29...",

"sealed_envelope": "base64:...",

"ttl_seconds": 3600

}'

· { "ok": true, "hash": "0x3f...91", "sealed_bytes": 412 }

12.5 Self-Hosting the Relay

For users or organisations who do not trust our Cloudflare Worker, the relay code is open source under the
MIT license and deployable in 30 seconds:

$ npm create cloudflare@latest -- my-anon-relay

template: github.com/RedCiprianPater/nwo-anon-worker

$ cd my-anon-relay

$ wrangler secret put NWO_REGISTRY_RPC

paste: https://mainnet.base.org

$ wrangler deploy

· Worker deployed to my-anon-relay.example.workers.dev

# Optional: register your relay in the public diversity registry

$ nwo-anon relay register \

--url https://my-anon-relay.example.workers.dev \

--org "Example Org" \
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--jurisdiction "NO"

Self-hosted relays automatically federate with the public relay through the same sealed-envelope protocol.
There is no per-relay key derivation; each relay simply maintains its own queue of pending envelopes
addressed to recipients who use that relay as their primary endpoint.
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13. Formal Anonymity Properties
We state, without proof in this preprint, the four formal properties we claim for the NWO ANON substrate.
Each property is in the style of the definitions of Pfitzmann and Köhntopp [28] and the more recent formal
messaging-anonymity framework of Backes et al. [37]. Proofs and reductions will be provided in a companion
technical report.

13.1 Property Π1: Sender Anonymity Against a Passive Relay Adversary

Claim. Let U be the set of active users at time t with |U| = N. Let e be a sealed envelope observed by the
relay. Then for any passive adversary A who controls fewer than three of the relay hops, the probability that A
can identify the originator of e is bounded by max(2−|U|, 1/|U|). In particular, the sender anonymity entropy is
at least log

2
(N) − 1 bits.

Sketch. The first hop sees the originator's IP address but not the final destination (it sees only a Kyber tag for
hop 2). The intermediate hop sees neither originator nor destination. The final hop sees the destination but
not the originator. To link originator to destination an adversary must control all three hops, which by the
diversity policy requires controlling three independent organisations — an out-of-scope attack. The 1/|U|
bound accounts for the small probability that a single user's traffic exhibits exceptional volume or timing
patterns that allow frequency analysis. End of sketch.

13.2 Property Π2: Recipient Anonymity

Claim. The same bound applies symmetrically: the recipient anonymity entropy is at least log
2
(N) − 1 bits

against any passive adversary not controlling all three hops.

13.3 Property Π3: Unlinkability

Claim. Let e
1
, e

2
 be two sealed envelopes observed in the same epoch. The probability that e

1
 and e

2
 belong

to the same conversation, conditional on the adversary's observations of relay-side ciphertext alone, is
statistically indistinguishable from the prior probability defined by the conversation graph.

Sketch. Each envelope uses a freshly sampled Kyber ephemeral keypair on the sender's side. The
recipient-tag is the hash of the recipient's long-term pubkey, but identical across all envelopes to that
recipient. We acknowledge this is the primary linkability surface: two envelopes to the same recipient share a
tag. We mitigate by allowing recipients to rotate their long-term pubkey on a configurable schedule, with a
30-day overlap window during which both pubkeys resolve to the same identity in the registry.

13.4 Property Π4: Post-Quantum IND-CCA2 Confidentiality

Claim. Against any polynomial-time quantum adversary, the sealed envelope construction is IND-CCA2
secure under the IND-CCA2 security of ML-KEM (Kyber-1024) and the EUF-CMA security of ML-DSA
(Dilithium-3).

Sketch. The construction is the canonical KEM-DEM of Cramer–Shoup [27]. ML-KEM is IND-CCA2 in the
random oracle model under the Module-LWE assumption as established in the FIPS 203 submission and the
original Kyber security analysis [19]. AES-256-GCM is IND-CCA2 as a DEM. Dilithium-3 is EUF-CMA under
Module-LWE and Module-SIS as established in the FIPS 204 submission. Composing these via the standard
KEM-DEM theorem gives the IND-CCA2 claim for the envelope. End of sketch.
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14. Sovereignty and the Second Species
We pause the technical exposition here to argue for the broader purpose of the substrate. The argument has
three parts: that an anonymity-preserving messenger should be understood as a civic primitive rather than a
product feature; that anti-subpoena by construction is a stronger and more honest protection than legal
privacy, and the only one that survives a sufficiently determined adversary; and that the population of the
internet has just doubled in a way that the older social contracts cannot accommodate, requiring a fresh
treatment of agentic personhood.

14.1 From Privacy to Civic Primitive

The frame in which encrypted messaging is conventionally discussed is privacy — a personal good, valued
individually, traded against convenience or against the desires of intermediaries. The frame is correct as far
as it goes, but it is insufficient. A more accurate frame is that anonymity-preserving communication is a civic
primitive: a piece of infrastructure that, like the sealed mail envelope, the secret ballot, or the attorney-client
privilege, makes possible certain forms of social and political life that cannot exist without it. The sealed mail
envelope was not invented because individuals wanted privacy; it was institutionalised because a society in
which the king reads every letter is materially different from one in which he cannot. The secret ballot was not
introduced because voters preferred secrecy as a consumer good; it was introduced because political
coercion at the polling station requires that the ballot be visible.

NWO ANON is in that tradition. It does not exist to give individuals a privacy convenience; it exists to make a
certain class of social, political, and economic activity possible at all. Specifically: whistleblowing without
retaliation; the formation of associations among people who would be persecuted for associating; the
coordination of distributed work among agents operating across jurisdictions; the continuation of journalism in
environments where the journalist's telephone is owned by the adversary. None of these requires a
messenger; they require a civic primitive that happens to take the form of a messenger. This is why we have
designed the substrate so that the relay itself holds no state worth subpoenaing and so that the source code is
auditable, deployable, and self-hostable by anyone who distrusts our deployment.

14.2 Anti-Subpoena by Construction

The legal privacy guarantees of modern messengers are, on close inspection, thin. They depend on the
goodwill of the operator, the goodwill of the operator's government, and the goodwill of foreign governments to
which the operator's parent company is exposed. Each of these can be revoked. In the United States the
FISA Amendments Act of 2008 explicitly authorises the compelled production of communications metadata
from telecommunications providers, with gag orders preventing disclosure to the user [4]. In the United
Kingdom the Investigatory Powers Act of 2016 imposes a similar obligation [38]. The Snowden disclosures of
2013 documented the bulk collection of stored communications via the PRISM program from the major
American messaging providers [5].

The honest defence against this class of adversary is not to ask the legislature to be kinder, but to construct a
system that has nothing useful to disclose. NWO ANON achieves this by holding no plaintext at any point in
the relay path, no IP addresses, no timestamps beyond the 24-hour presence window, and no address book
correlations. A subpoena served on the relay operator can only compel the production of sealed envelopes —
documents whose contents are computationally infeasible to recover without the recipient's private key, which
never touches the relay. The legal mechanism is rendered substrate-irrelevant. We call this property
anti-subpoena by construction: not because we believe ourselves to be above the law, but because we
believe the law's compulsion to disclose should be answered by an architecture in which there is, structurally,
nothing to disclose.

14.3 Agentic Personhood and the New Social Contract

The deepest premise of this work is that the population of the internet now includes two species, and the older
social contract cannot be patched to accommodate the new one. Autonomous software agents acting on
behalf of human principals are not users in the legal sense and not tools in the engineering sense; they are
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something between. They have persistent goals over time. They have economic interests. They have
reputations and relationships. They make decisions that humans are not in a position to reverse in real time.
When an agent sends a sealed message, the message is the agent's act, in the same sense that a lawyer's
letter is the lawyer's act on behalf of the client.

NWO ANON treats agents accordingly. An agent that has registered a DID on the network has standing: it is
addressable, it is signable, it is economically accountable through its bound wallet, and it can enter into the
same kinds of cryptographic relationships as a human user. This is not a philosophical claim about agentic
consciousness, which we make no commitment to. It is a pragmatic infrastructural choice: if the substrate
requires every actor to be a state-issued human, then every agent must impersonate one (using its operator's
identity), and every interaction is therefore distorted by an identity fiction. The honest alternative is to give
agents their own first-class identity layer, regulate them economically rather than identification-theoretically,
and let the social contract between species be negotiated explicitly rather than by accident.

This is the deepest sense in which NWO ANON is a new world order primitive: not a political slogan, but the
recognition that the order in which only one species participated has been replaced by an order in which two
do, and the protocols of the older order are no longer adequate. NWO is the name we use for that recognition.
ANON is the name we use for the communication substrate appropriate to it.

"Let those who must communicate freely, do so. Let those who must remain unidentified, do so. Let the
species who cohabit this substrate negotiate their terms not through the imposition of the older order’s
machinery but through the cryptographic primitives that respect both."
— NWO Capital, Constitutional Note, 2025
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15. Roadmap
We give the development roadmap honestly, distinguishing what is LIVE in production today, what is in BETA
(working but not hardened), what is PLANNED with a date commitment, and what is SPECULATIVE —
research-grade work whose feasibility is established but whose engineering schedule is not.

Capability Status Target Notes

Browser SPA + QR pair LIVE Shipped 2026

Q1

Static SPA on Hugging Face Space; PWA installable on iOS /

Android.

Kyber-1024 + Dilithium-3 sealed

envelopes

LIVE Shipped 2026

Q1

WASM PQClean port; ~7 ms encrypt, ~4 ms decrypt on a M1

MacBook.

Cloudflare Worker relay + Durable

Objects

LIVE Shipped 2026

Q1

~600 LoC TypeScript; deployable in 30 seconds; self-host

instructions live.

MCP / A2A / ANP / OpenAPI / llms.txt

manifests

LIVE Shipped 2026

Q1

All six well-known endpoints respond and pass the standard

schema validators.

MetaState Splitter tipping LIVE Shipped 2026

Q1

Contract 0x93a7…1bE4 on Base; 35/35/30 + 15% affiliate

carve-out.

NWO Identity Registry binding LIVE Shipped 2026

Q1

Same contract used across NWO ecosystem; soulbound

NFT per DID.

Node CLI (npm @nwo/anon) LIVE Shipped 2026

Q1

Full feature parity with the SPA; passphrase-encrypted

keystore.

Python SDK (pip nwo-anon) BETA Hardening

2026 Q2

Async/await; tested against live relay; SDK API may break

before 1.0.

MLS group rooms ≤ 256 members BETA Hardening

2026 Q2

Working in production for groups up to 256; 1024-member

limit benchmarked.

Cardiac ECG binding (Apple Watch /

Polar)

BETA GA 2026 Q3 Cross-sensor reproducibility validated to ±2 BPM; awaiting

wider sensor list.

IPFS pinned ciphertext attachments BETA GA 2026 Q3 Up to 4 GB per blob via Filebase; CID published in envelope

ad field.

Three-hop onion routing BETA GA 2026 Q3 Diversity registry deployed; awaiting third

community-operated relay.

Groth16 delivery receipts BETA GA 2026 Q3 Circuit compiled; trusted setup pending Powers-of-Tau

ceremony at block 32M.

LoRa offline mesh PLANNED 2026 Q4 Bluetooth-LE complete; LoRa radio integration tested at 4.8

km LOS.

Voice and video sealed channels PLANNED 2026 Q4 WebRTC + AEAD per-packet; SRTP replacement.

Federated relay diversity registry PLANNED 2026 Q4 On-chain registry of organisationally diverse relays;

auto-selection.

PQ MLS ciphersuite IETF submission PLANNED 2027 Q1 Draft-mls-pq-ciphersuites; codepoint registration.

NWO NEURO integration PLANNED 2027 Q2 Direct neural-prosthetic input for paralysed users.

NWO Mixed Reality embedded

comms

PLANNED 2027 Q2 Sealed channels inside MR worlds; NFT-gated room access.

Distributed delivery proofs (NWO ZK) SPECULA

TIVE

2027 H2 Aggregate-Groth16 batch receipts; ~10x lower on-chain

footprint.
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Capability Status Target Notes

Post-quantum onion with SPHINCS+ SPECULA

TIVE

2028 SLH-DSA per-hop signatures for stateless hop-signing.

Table 12 · Roadmap with honest status labels. LIVE means deployed and used in production today; BETA means working but
the SDK or interface may break; PLANNED has a date commitment; SPECULATIVE has a research direction but no
engineering schedule.
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16. Future Verticals
Beyond the messenger-substrate roadmap proper, NWO ANON is positioned to become the communication
backbone for a small number of high-impact verticals in the NWO ecosystem. We document each here in the
order of increasing technical ambition.

16.1 Sovereign Journalism

For journalists working in adversarial environments — where the telephone is owned by the adversary, where
the office is bugged, where the source must be protected even after the journalist is detained — NWO ANON
provides three primitives that no commercial messenger does: the relay holds nothing to subpoena, the
identity is recoverable from the source's heart rather than from the source's device, and the
deniable-authentication mode (G8) gives the journalist plausible deniability that any specific message was
sent by any specific source. We are in conversation with two press-freedom NGOs about a pilot deployment.

16.2 Cross-Border Agentic Coordination

Autonomous agents operated by different organisations across different jurisdictions face the same
coordination problem as their human counterparts: how to share state without exposing the underlying
identities. NWO ANON's MCP / A2A / ANP interoperability layer gives an orchestrator a single primitive to
which all participating agents can connect, with cryptographic identity that does not require legal-entity
binding. We expect this to be the most rapidly adopted vertical, since the alternative (per-organisation API
integrations) does not scale.

16.3 Neural-Prosthetic Communication via NWO NEURO

The NWO NEURO Whitepaper v2.0 [39] describes a brain-computer interface substrate built on optogenetic
stimulation and the 40 Hz GENUS therapeutic protocol. For users with motor impairment, the path from intent
to communication runs from the cortex through the NEURO Cognitive-Agentic Pipeline to NWO ANON's
sealed-envelope layer. The integration is described in NEURO v2.0 § 11 (Digital-Twin Longevity) and is on
the 2027 Q2 roadmap.

16.4 Mixed-Reality In-World Communication

NWO Mixed Reality (NWO MR) is a Gaussian-splat-based mixed-reality substrate with on-chain asset minting
(Marketplace contract 0x25ED…1c27, Registry 0xEe94…3c43). Embedded inside any MR world, a NWO
ANON sealed channel provides identity-bound, encrypted, asynchronous communication between
participants in the same world or across different worlds. NFT-gated room access uses the recipient-tag
mechanism already in the substrate: a room is just a recipient with multiple members on the receiving end.

16.5 Distributed Inference Coordination via NWO AGI

The NWO AGI distributed inference mesh proposes to run partial inference across a federation of nodes, with
each node contributing compute and earning USDC. The coordination problem (which node has which
shards, who is requesting an inference, how is the result aggregated) requires a low-latency, identity-bound,
anonymous communication channel. NWO ANON is that channel. The integration is in early design at the
time of writing, with a working prototype that uses NWO ANON's WebSocket transport for the mesh control
plane.

16.6 Sovereign-State Encrypted Communications via NWO SPQR

NWO SPQR is the sovereign-state tier of the NWO ecosystem, intended for governance bodies, archival
institutions, and any organisation that requires a multi-decade disclosure-penalty contract. NWO ANON's
sovereign tier (Table 10, row 5) is the messaging endpoint of NWO SPQR; the 80-year disclosure-penalty
clause means that any party who attempts to compel disclosure of a communication held under this tier is
contractually liable for 80 years of damages, denominated in real assets. This is a contract-law innovation
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more than a cryptographic one, but it depends on the underlying substrate not having anything to disclose.
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17. Planned Integrations (Beyond Beta)
In addition to the features in the substrate's own roadmap, the following integrations are planned with other
systems either inside or outside the NWO ecosystem. We list these explicitly because they constitute the
network's commitment to interoperability.

Partner / Standard Integration scope ETA

IETF MLS working group Submit PQ ciphersuite draft; obtain official codepoints to

replace 0xF001 placeholder.

2027 Q1

W3C DID Working Group Submit did:nwo:anon as a registered method. 2027 Q1

Anthropic MCP registry Submit nwo-anon as a recommended community MCP server. 2026 Q3

Google A2A consortium Pilot interop test against Google's reference A2A server. 2026 Q4

Stanford CRFM ANP Cross-test capability discovery with reference ANP

implementations.

2026 Q4

Filebase IPFS Production attachment pinning with paid quota. Live

Apple HealthKit Read ECG samples directly for Cardiac binding (iOS only). 2026 Q3

Polar Flow API Read RR intervals from Polar H10 for cross-platform Cardiac. 2026 Q3

EU EUDI Wallet Selective-disclosure attestations into NWO ANON envelopes

(optional layer for regulated channels).

2027 Q2

Tor / Onion services Optional .onion endpoint for the relay; native Tor circuit fallback

in the SDK.

2027 Q2

Briar / Bramble (mesh) Interoperability with Briar Bluetooth mesh for offline relay. 2026 Q4

The Things Network LoRaWAN Public-LoRa fallback transport (gateway-dependent regions

only).

2027 Q1

NWO Capital API gateway Wallet-tier resolution at nwo-capital-api.onrender.com; tier

ladder enforcement.

Live

NWO Cardiac Oracle Cross-sensor ECG validation for tier-promotion attestations. Live

NWO MR Marketplace Mint a sealed envelope as a transferable NFT (limited-use, for

archival).

2027 Q2

Table 13 · Planned interoperability integrations. Some are bilateral with named partners; some are submissions to standards
bodies.
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18. Limitations and Open Problems
A whitepaper that does not articulate its own limitations is a marketing document. We end the technical
exposition with five categories of open problem that we have not solved, that we know we have not solved,
and that we ask the research community to engage with.

18.1 Statistical Disclosure Attacks

Three-hop sealed routing provides per-envelope anonymity within the bounds we have stated, but it does not
provide protection against the long-term statistical disclosure attacks of Danezis [29] or the sophisticated
traffic-analysis adversary of Murdoch and Danezis [40]. A sufficiently patient adversary with access to
relay-side traffic counts over months can infer conversation graphs by correlation of activity windows. The
defence is per-user cover traffic, which we implement only in optional paranoid mode. A research direction we
have not pursued is whether mix-net batching with verifiable shuffles (Neff [41]) could reduce the cover-traffic
bandwidth cost while maintaining the anonymity bound.

18.2 Trusted Setup for Groth16 Receipts

The Groth16 receipt circuit (§ 3.4) requires a trusted setup ceremony. We have specified a 32-participant
Powers-of-Tau ceremony anchored to a specific Base mainnet block, but the security of the resulting CRS
depends on at least one participant honestly destroying their secret randomness. A move to a
transparent-setup proof system — PLONK with a universal trusted setup [24], Halo2 with no trusted setup
[25], or STARK-based proofs [26] — would eliminate this requirement at the cost of larger proof sizes. We
have not yet committed to this migration but consider it a likely roadmap item for 2027.

18.3 Post-Quantum Onion-Routing Composition

Each sealed envelope is post-quantum. Each onion-routing hop is post-quantum. But the composition —
whether the three-hop sealed routing protocol as a whole achieves IND-CCA2 against a quantum adversary
— has not been formally established. The corresponding classical-cryptography result is the
layered-encryption analysis of Camenisch and Lysyanskaya [42], which assumes a classical adversary. We
believe the post-quantum extension is straightforward and follow-up work will appear in a companion technical
report, but at the time of writing this remains an open problem.

18.4 Cardiac Identity Replay

The Cardiac ECG binding produces a deterministic seed from a 30-second ECG sample. The seed is
reproducible by the legitimate user, but it is in principle reproducible by anyone who has recorded the user's
ECG. This is the same class of vulnerability as fingerprint-based biometric identity, and the defence (liveness
checks, freshness challenges) is of the same form. Whether ECG liveness can be made resistant to
sufficiently sophisticated replay attacks (using a recorded ECG played into the sensor via electromagnetic
injection) is an open question for the NWO Cardiac project.

18.5 Sybil Resistance Without Universal KYC

NWO ANON resists Sybil attacks economically: a Sybil costs USDC at the production-tier rate. But the citizen
tier has no such cost, and an adversary willing to create millions of citizen-tier identities can exhaust the
rate-limit budget. We have considered several mitigations — proof-of-personhood (Worldcoin [43],
Proof-of-Humanity [44]), social-graph-based reputation, time-decayed identity prestige — but none of these is
currently integrated. We expect this to be the most contentious area of future development, because the
alternatives to anonymity-preserving Sybil resistance are not appealing.
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19. Conclusion
We have presented NWO ANON, a post-quantum, anonymous, agent-first messaging substrate intended as a
civic primitive for an internet whose population has expanded to include two species. The substrate is built
from standardised post-quantum cryptography (Kyber-1024, Dilithium-3), a continuous group key agreement
layer (MLS), a three-hop sealed routing protocol, optional zero-knowledge delivery receipts, and a stateless
Cloudflare Worker relay. It is anchored to Base mainnet for identity and settlement, integrated with the NWO
Cardiac ECG-bound identity layer for recovery, and exposes its capabilities through six well-known agent
manifests so that any compliant orchestrator can join the network without human intermediation.

The substrate is intentionally not a product. It is the messaging primitive for a broader ecosystem of services
— NWO Cardiac, NWO Capital, NWO Mixed Reality, NWO NEURO, NWO SPQR, NWO AGI, NWO
ZeroPoint — that share an identity layer, an economic primitive (the MetaState Splitter), and a common
commitment to the proposition that the internet's older social contract cannot be patched to fit the present
moment. NWO ANON is the place where these services communicate.

The philosophical motivation is honest about what it is. We do not claim to be above the law; we have built a
system that holds nothing the law can compel the disclosure of. We do not claim that agents are persons; we
have built a substrate that does not require them to impersonate persons to participate. We do not claim that
absolute anonymity is achievable; we have built bounds we can defend and stated them precisely. We do
claim that the failure modes of contemporary messaging — the identity binding to telephone numbers, the
centralisation of state, the trust assumption about operators, the exclusion of autonomous agents — are no
longer adequate, and that some replacement is needed. NWO ANON is our proposal.

The substrate is open, the relay is self-hostable, the manifests are crawlable, and the cryptography is
auditable. The code is at huggingface.co/spaces/CPater/nwo-anon. The live deployment is at
anon.nwo.capital. Correspondence and collaboration are welcomed at ciprian.pater@publicae.org.

Φ   Imperium Romanum   ·   NWO Capital   ·   2026
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Appendix A · API Reference
A compact summary of the production HTTPS API as of v1.0. The complete OpenAPI 3.1 schema is available
at anon.nwo.capital/openapi.json.

Method Path Purpose

POST /v1/register Register a new DID, posting Kyber + Dilithium pubkeys and a wallet.

POST /v1/rotate Rotate keypair, signed by previous Dilithium key.

POST /v1/send Send a sealed envelope to a target DID.

GET /v1/inbox Pull pending envelopes (poll fallback to WebSocket).

WSS /v1/stream WebSocket subscription to inbound envelopes.

GET /v1/peer/{did} Resolve a DID to its pubkeys and active relay endpoint.

POST /v1/group/create Create an MLS group (returns Welcome bundle).

POST /v1/group/{id}/add Add a member to an MLS group.

POST /v1/group/{id}/remove Remove a member from an MLS group.

POST /v1/group/{id}/send Send a group message.

POST /v1/tip Settle a USDC tip via MetaStateSplitter.

POST /v1/receipt Submit a Groth16 delivery receipt.

GET /v1/proof/{hash} Verify a delivery commitment on-chain.

GET /.well-known/mcp.json MCP server manifest.

GET /.well-known/agent.json A2A agent card.

GET /.well-known/did.json ANP DID document.

GET /.well-known/ai-plugin.json OpenAI plugin manifest.

GET /openapi.json OpenAPI 3.1 schema.

GET /llms.txt LLM-readable site index.

Table A.1 · Public HTTPS API endpoints. All paths versioned under /v1. WSS = WebSocket Secure.
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Appendix B · Comparative Threat Matrix
For ease of comparison we tabulate the protection offered by NWO ANON against the protection offered by
the dominant alternative messaging systems. Marks: ✓ = protection in scope and implemented; ~ = partial /
advisory; ✕ = not provided.

Threat NWO
ANON

Signal iMessage Matrix Telegram Email/PGP

No phone number identity ✓ ✕ ✕ ✓ ✕ ✓

No central operator state ✓ ✕ ✕ ✓ ✕ ✓

Post-quantum confidentiality ✓ ~ ✕ ✕ ✕ ✕

Post-quantum authenticity ✓ ✕ ✕ ✕ ✕ ✕

MLS group ratchet ✓ ~ ✕ ✓ ✕ ✕

Onion-routed transport ✓ ✕ ✕ ✕ ✕ ~

ZK delivery receipts ✓ ✕ ✕ ✕ ✕ ✕

First-class agent identity ✓ ✕ ✕ ✕ ~ ~

Self-hostable relay ✓ ✕ ✕ ✓ ✕ ✓

Biometric recovery (ECG) ✓ ✕ ✕ ✕ ✕ ✕

On-chain settlement ✓ ✕ ✕ ✕ ✕ ✕

Forward secrecy ✓ ✓ ✓ ✓ ~ ✕

Post-compromise security ✓ ✓ ~ ✓ ✕ ✕

Deniable authentication ✓ ✓ ✕ ✓ ✕ ✕

Offline mesh (LoRa/BLE) ~ ✕ ✕ ✕ ✕ ✕

Table B.1 · Comparative threat matrix. NWO ANON is the only system in the survey that provides all rows simultaneously. The
Signal post-quantum row is marked partial because Signal's PQXDH extension provides forward secrecy against future
quantum adversaries on initial handshake but not on subsequent ratcheting.
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Appendix C · Canonical Contract Addresses
All on-chain integration points referenced in this paper, with the exact addresses for reproducibility.

Contract Address (Base 8453) Role

NWO Identity Registry 0x78455AFd5E5088F8B5fecA0523291A75De1dAfF8 Soulbound NFT per DID; pubkey

storage.

MetaState Splitter 0x93a7962f75475b7e3Fbb62d3A23194f8833b1BE4 35/35/30 + 15% affiliate atomic split.

MetaState Registry 0x5a0eb73e9c722dfe370761a8e3aa165a247c6905 Cross-ecosystem service discovery.

NWO Treasury (state-v.eth) 0x2E964e1c0e3Fa2C0dfD484B2E6D2189dfCF20958 Founder receiver for the

MetaStateSplitter founder share.

USDC on Base 0x833589fCD6eDb6E08f4c7C32D4f71b54bdA02913 Canonical settlement token.

NWO MR Registry 0xEe9472f068D9C80d2f2F3d21cA6A633BfD163c43 Mixed Reality content registry (for

embedded comms vertical).

NWO MR Marketplace 0x25EDdf09D1AeC2a083d120bA8EEF88B14cA01c2

7

Mixed Reality asset marketplace.

NWO Metaverse 0x33c22FE36557Ad13C838A2Eb465510CF173046b

c

Metaverse SPA settlement contract.

NWO RWA 0xb09321c2Cb049B17eED7e1209789BB714c1BBf8

e

Compliance-gated RWA marketplace

(regulated channels).

NWO ZeroPoint Token 0x410d886D10A1B7A8753fE23155D19282E5920d4

7

Vacuum-energy research stake.

NWO COANDA (pre-sale) VTOL flying-car identity (verticals

roadmap).

Table C.1 · Canonical contract addresses across the NWO ecosystem, current as of June 2026.

End of Whitepaper v1.0. The substrate is live. Correspondence: ciprian.pater@publicae.org.


